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PROFESSIONAL AREA: INFORMATION AND COMMUNICATION TECHNOLOGIES (ICT) 

 

 

Professional area Professional area 
Educational 

level 

General abilities (knowledge, 

skills, competences) (common 

for Groups 1 to 5) 

Special “green” abilities 

(knowledge, skills, 

competences) 

Digital abilities (knowledge, 

skills, competences) 

INFORMATION 

AND 

COMMUNICATION 

TECHNOLOGIES 

Group 1 Information and communication 

technology professionals provide 

goods and services related to 

information and communications 

technologies (ICT). They have 

fundamental knowledge in field 

of electronic and information 

systems, computer networks and 

computer programming as well as 

develop solutions to problems in 

the field of computer hardware 

and software. 

 

Their knowledge and skills have 

to meet requirements of 3rd and / 

or 4th ISCO-08 / ESCO skill level. 

 

They can: 

• conduct researches, analyze 

and disseminate findings 

• identify areas for 

improvement and researching 

the theoretical aspects and 

operational aspects for the 

use of computers 

Group 1 Group 1 

Software and 

Applications 

Developers and 

Analysts 

BSc, MSc, 

PhD 
• conduct research on 

computer systems energy 

consumptions and divide 

into categories 

• plan, design and test 

information technology 

systems to improve their 

efficiency levels to energy 

allowances 

• conduct research into 

theoretical aspects of and 

operational methods for the 

long-life use of computers 

components 

• evaluate, plan and 

design software or 

hardware configurations 

having environmental save 

impact  

• design, write, test and 

maintain software products 

and manuals to be 

download and re-used 

• evaluate, plan and 

design inter/intranet and 

Specific professional area 

software: 

• Citrix 

• Minitab 

• SAS 

• MATLAB 

• Apache Ant 

• C++ 

• Oracle Java 

• Python 

• JavaScript 

• Linux 

• Selenium 

• Apache Tomcat 

• Microsoft Visual Basic 

• Junit and etc. 

 

Office suite software: 

• Microsoft Office 

• Google Drive 

 

Internet browser software: 

• Web browser software 

 

• Systems Analysts 

• Software Developers 

• Web and Multimedia Developers 

• Applications Programmers 
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• evaluate, plan and design 

hardware or software for 

specific applications 

• design, test and improve 

information technology 

systems 

• write, test and maintain 

computer programs 

• develop, maintain and 

support database architecture 

and database management 

systems   

• develop and implement 

security plans and data 

administration policies 

• administer computer 

networks and related 

computing environments 

• analyze, develop and evaluate 

complex systems design and 

architecture specifications, 

data models and diagrams 

other multimedia systems 

providing information 

about environmental-

friendly computers 

technologies 

 

 

Calendar and scheduling 

software: 

• Scheduling software 

 

Electronic mail software: 

• Email software 

• Microsoft Outlook 

 

Desktop communications 

software: 

• Google Meet 

• Microsoft Teams 

• Skype and etc. 

 

Group 2 Group 2 Group 2 

Database and 

Network 

Professionals 

BSc, MSc • design, develop, 

maintain and support 

the optimal 

performance of 

information 

technology systems to 

improve their 

efficiency and decrease 

energy cost 

• design and develop 

new environmental 

save oriented database 

architecture and 

structures  

• design, construct, 

modify and implement 

security plans, policies 

and standards for long 

life and sustainable 

usage of databases 

Specific professional area 

software: 

• Citrix 

• Minitab 

• SAS 

• Oracle WebLogic Server 

• Apache Cassandra 

• Microsoft Visual Basic 

• Ansible software 

• SAP 

• Oracle PL/SQL 

• Apache Ant 

• Puppet 

• Oracle JDBC  

• Wireshark and etc. 

 

Office suite software: 

• Microsoft Office 

 

Internet browser software: 

• Database Designers and 

Administrators 

• Systems Administrators 

• Computer Network Professionals 
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• maintain and 

administer computer 

networks and cloud-

based computing 

environments and 

databases 

• analyze, develop and 

evaluate complex 

architecture 

specifications and data 

models in the 

development and 

integration of computer 

systems for 

environmental save 

purpose 

 

 

 

 

 

• Web browser software 

 

Calendar and scheduling 

software: 

• Scheduling software 

 

Electronic mail software: 

• Email software 

• Microsoft Outlook 

• Microsoft Exchange 

Server 

 

Desktop communications 

software: 

• Google Meet 

• Microsoft Teams 

• Skype and etc. 

 

Group 3 Group 3 Group 3 

ICT Operations and 

User Support 

Technicians 

BSc, MSc • monitor computer 

systems and peripheral 

equipment 

performance for 

failures and errors 

which could lead to 

increase the energy 

consumption 

• overseen load and load 

the peripheral 

equipment with 

environmental-

friendly materials 

Specific professional area 

software: 

• Citrix 

• SAS 

• Oracle WebLogic Server 

• Microsoft Visual Basic 

• Apache Ant 

• Oracle JDBC 

• Nagios 

• VMWare 

• Oracle JDBC 

• Oracle Solaris 

•  MySQL and etc. 

• ICT Operations Technicians 

• ICT User Support Technicians 

• Computer Network and Systems 

Technicians 

• Web Technicians 
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• install, monitor and 

support the reliability, 

usability and 

efficiency of websites 

and web servers’ 

hardware and software 

• provide information to 

customers about new 

and more efficient 

software, hardware 

and peripheral 

computer components  

• advice users about the 

ways to lower 

computer energy 

consumption and 

appropriate component 

and peripheral 

equipment wastes 

disposal 

 

Office suite software: 

• Microsoft Office 

• Google Drive 

 

Internet browser software: 

• Web browser software 

 

Calendar and scheduling 

software: 

• Scheduling software 

 

Electronic mail software: 

• Email software 

• Microsoft Outlook 

• Microsoft Exchange 

Server 

 

Desktop communications 

software: 

• Google Meet 

• Microsoft Teams 

• Skype and etc. 

 

Group 4 Group 4 Group 4 

Architects, 

Planners, and 

Designers 

BSc, MSc • consult with clients 

and stockholders to 

understand and 

determinate the 

objectives of 

environmental oriented 

multimedia content 

• formulate and develop 

multimedia design 

concepts for ecological 

Specific professional area 

software: 

• SAS 

• The MathWorks 

MATLAB 

• Bentley MicroStation 

• Oracle WebLogic Server 

• Microsoft Visio 

• Microsoft Visual Basic 

• Graphic and Multimedia 

Designers 
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and bio-safe products 

and processes 

• design graphic and 

multimedia computer 

based presentation 

about environmental 

protection 

• create 2D- and 3D-

dimmentional pictures 

in motion or 

presentations to 

illustrate climate 

changes processes 

• select, specify or 

recommend functional 

and aesthetical 

materials and media 

for programmes and 

customers, working in 

environmental 

protection field 

 

• Corel CorelDraw 

Graphics Suite 

•  Adobe Systems Adobe 

Photoshop 

•  jQuery 

• Nagios and etc. 

 

Office suite software: 

• Microsoft Office 

• Google Drive 

 

Internet browser software: 

• Web browser software 

 

Calendar and scheduling 

software: 

• Scheduling software 

 

Electronic mail software: 

• Email software 

• Microsoft Outlook 

• IBM Notes 

 

 

Desktop communications 

software: 

• Google Meet 

• Microsoft Teams 

• Skype and etc. 

 

Group 5 Group 5 Group 5 

Teaching 

Professionals 

BSc, MSc, 

PhD 
• identify the 

information and 

bioinformatics 

technology training 

Specific professional area 

software: 

• Blackboard Learn 

• Desire2Learn 
• Information Technology Trainers 
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needs and 

requirements of 

individual users and 

institutions 

• prepare and develop 

specific instructional 

training materials and 

aids 

• design, coordinate and 

conduct trainings and 

programmes to 

demonstrate the ICT 

application in ecology 

and environmental 

protection areas 

• keep up to date with 

more efficient IT 

products and trends 

having lower 

environmental impact 

• advice and train 

individuals and 

institutional stuff on 

right ways to decrease 

computers and 

components energy 

consumption and 

disposal 

 

• Blackboard 

• Learning management 

system LMS 

• Data entry software 

• Adobe Systems Adobe 

Fireworks and etc. 

 

Office suite software: 

• Microsoft Office 

• Google Docs 

 

Internet browser software: 

• Web browser software 

 

Calendar and scheduling 

software: 

• Scheduling software 

 

Electronic mail software: 

• Email software 

• Microsoft Outlook 

 

 

Desktop communications 

software: 

• Google Meet 

• Microsoft Teams 

• Skype and etc. 

 

 


